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TAPPOANCONGNGHIEP-VIEN THONGQUANDOI CONGHOA XA HOICHUNGHIA VIETNAM
Poc lap - Tw do - Hanh phuc

S6: 4396CT-CNVTQD Ha Néi, ngay 25 thang 8 .nam 2022

CHI THI
Ve viéc ra soat, tang cwong kiém soat truy cap Internet
tai cac co quan, don vi thuoc Tap doan

Cin ct Quy ché quan Iy va bao dam an toan thong tin, an ninh mang trong
Tap doan Coéng nghiép — Vién thong Quan déi ban hanh kém theo Quyét dinh sb
4631/Qb-CNVTQD ngay 30/11/2020;

Cin ctt chi dao ciia Téng Giam dbc Tap doan Cong nghiép — Vién théng
Quan do1 (CNVTQD),

Nham muc dich kip thoi khac phuc cac nguy co mat an toan thong tin, an
ninh mang, Tong Giam doc Tap doan chi thi:

1. Cac co quan, don vi thudc Tap doan

- Tang cwodng cong tac tuyén truyén, phd bién gido duc can bd, nhan vién
nham nang cao ¥ thitc trong bao dam an toan thong tin, an ninh mang. Nang cao
hi¢u luc, hiéu qua lanh dao, chi dao cac Cfip_., gfln trach nhieém nguo1 ding dau co
quan, don vi trong td chitc trién khai va thuc hién nhiém vu vé an toan thong tin,
an ninh mang. Nguoi dirng dau co quan, don vi chiu trach trude Tong Giam doc
Tap doan va phap luat ve cac vi pham, su cé, VU Viéc mat an toan thong tin, an
ninh mang xay ra tai don vi minh.

- T6 chire ra sot, trién khai tuan thi nghiém Tiéu chuan an toan thong tin
trén may tinh nguoi ding cuéi TC.CNVTQD.CNTT.09 va Tiéu chuan an toan
thong tin cho mang Office s6 TC .CNVTQD.CNTT.13. Ddc biét chu y cdic noi
dung tai Phu luc I kém theo.

- Trién khai giai phap kiém soét truy cap Internet tap trung Web Security
Gateway (WSG) do Cong ty An Ninh mang Viettel (VCS) cung cap hodc twong
dwong. Yéu cau thiét 14p tuan thi day du Tiéu chudn an toan thong tin cho hé
thong Proxy s6 TC.CNVTQD.CNTT.10 va bé sung thém cac yéu ciu sau:

+ Chi mé truy nhap Internet theo danh sach dwoc phép (Whitelist) cho dbi
frong/nhém doi twong c6 nhu cau (Nhung khong dwoc vi pham chinh sach tai
Muc VI Khodn 4 ciia Tiéu chudn sé TC.CNVT OD.CNTT.10). Mac dinh chan toan
bo. Danh sich Whitelist phii dwoc chi huy, linh dao cao nhit ciia co quan,
don vi phé duyét bang vin ban.
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+ Chin két ndi tr may chu kiém soat Internet tip trung dén cac hé thong.
dich vu cho phép guri/nhan, trao doi thong tin, tai lieu, tep dudi bat ky hinh thtc
nao, nhu: WhatApp, Zalo, Telegram, Facebook Messenger,...

- Trién khai giai phap kiém soat truy cdp mang may tinh néi bd NAC
(Network Access Control) dé quan 1y cac thiét bi dau cudi, may tinh nguoi dung
két ndi vao mang may tinh. Uu tién lwa chon giai phap NAC do VCS cung cép.

- Nghién ciru, 14p Ké hoach trién khai giai phap Remote Browser (diéu
lchién trinh duyét tir xa, trinh duyét do) hoic may tinh VDI riéng biét cho nhém
CBNV ¢6 nhu cau tim kiém, tra ctru thong tin trén mang Internet phuc vu cong
viéc: Thiét lap chinh sach chan trao dbi dit lidu gitta may tinh no1 bo vo1 Remote
Browser/may tinh VDI riéng biét.

- T chire quan ly va kiém soat chat ché cac vat mang tin, thiét b1 Iwru trir di
d6ng theo quy dinh tai Diéu 25 cua Quyét dinh s6 4631/QD-CNVTQD.

- T chirc quan triét va yéu cau CBNV khi sir dung thiét bi may tinh do ca
nhan trang b1 (PC, laptop, Surface, Ipad, may tinh bang khdc,..), dien thoai thong
minh va cac thiét bi luu trir dir liéu di dong do ca nhan trang bi (Thé nhd, USB, 6
citng ngodi, bang tir....) dé xir Iy cong viée ctia co quan, don vi phai ¢6 trach nhiém
bao vé cac thiét bi va thong tin luu trit trén thiét bi d6, tranh lam mat, 16 lot thong
tin. Thue hién x6a thong tin luu trit trén cAc thiét bi ngay sau khi hoan thanh cong
viéc.

- Yéu cau hoan thanh va bao cdo két qua vé Ban CNTT Tép doan trwée
ngay 30/8/2022.

2. Ban Hanh chinh Tap doan
- Giao dau mdi IT hanh chinh chu tri t6 chirc trién khai tuan thu cac yéu

cau tai Muc 1 cua Chi thi nay cho may tinh, mang may tinh va he théng WSG cua
Khéi Co quan Tap doan.
3. Ban Cong nghé Thong tin Tap doan

- Chu tri phéi hop v6i Cong ty An Ninh mang Viettel kiém tra dinh ky hodc
dot xuat viéc tuan thu Chi thi nay tai cac co quan, don vi thudc Tap doan.
4. Cong ty An Ninh mang Viettel

- San sang cung cap san pham, dich vu an toan thong tin, an ninh mang cho
cac don vi ¢6 nhu cau (mhe: EDR/EDP, NAC, WSG,..).

- Duy tri cong tac gidm sat an toan thong tin, an ninh mang theo ché do
24x7. Lién tuc cai tién, bo sung tinh nang cho cac san pham, giai phap SOC nhim
phat hién sém céc vi pham, 16 héng va su ¢b an toan thong tin, an ninh mang xay
ra trén cac hé thong thong tin cua cac co quan don vi thude Tap doan.
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- Phéi hop voi Ban CNTT thue hién kiém tra dinh ky hoac dot Xuat vide
tuan thu Chi thi nay tai cac co quan, don vi thudc Tap doan.

Chi thi nay co6 hiéu luc tir ngay ky. Cac co quan, don vi ¢o tén trén chiu
trach nhiém thi hanh ./.

Noi nhdn: _

-Ban TGP TD (dé b/c);

- Cac co quan, don vi;
-Lwu: VT, CNTT. Khai 6.
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Phu luc I:
CAC NOIDUNG PACBIET CHU Y
1. Bao dam an toan thong tin, an ninh mang trén may tinh

TT Yéu cau Tham chiéu tiéu
chuan
TC.CNVTQD.CNT
T.09
1. | Cac phan mém, tng dung khéng dwoe phép cai dat | Phan V muc III khoan
trén may tinh: 2

-Cac phan mém chat client (vi du: yahoo
messenger, skype, google talk, msn chat, zalo,
whatapp.viber.... hoic cdc phan mém tuong du’()'ng)
- Cac phan mém vuot tuong lira, proxy nhu cac
phan mém proxy, vpn, tunnel (vi du: hostspot shield,
ultrasurf hodc cac phan mém tuong dueng). Trudng
hop su dung ph‘iin m'ém VPN (SVP/MSuite) phuc vu
cong viec can su chap thuan co6 thot han cua bo phan
ATTT/CNTT, lanh dao don vi phe¢ duyét va chiu
trach nhiém.

- Cac pha}‘ln mém bén ngoai cho phép remote, diéu
khién may tinh tir xa (vi du: teamviewer, logmem
vne, radmin, X-manager hodc cac phan mém tuong
duong). Voi tru’cmg hop can st dung phan mem de
remote phuc vu viéc hd tro khach hang can su chap
thuan co thoi han cua bo phan ATTT/CNTT, lanh
dao/chi huy don vi phé duyét va chiu trach nhiém.

2. | Kiem soat truy cap: Phan V muc III khoan
- May tinh phai duoc két n61 (join domain) vao hé | 5 diém d. 1, j, m, o
thong Active Dlrectory dé quan ly chinh sach tap
trung vé tai khoan, quyén truy cép,..

- Gio1han dang nhap tai khoan nguoi dung trén may
join domain. Mdi tai khoan nguoi dung chi dwoc
dang nhap vao may tinh dugce cho phep (khong dugc
phep diang nhap cheo trén may khac).

- Tat tinh nang truy cap, st dung may tinh tu xa
(remote, remote desktop) qua mang may tinh. Ngoai
trir cac truong hop dwoc Ban CNTT tham dinh cho
phep st dung (mé cho pheép remote lam viéc tur xa
qua SVP/MSuite).

- May tinh duoc phep két ndi Internet phai di qua hé
thong giam sat, kiém soat tap trung (WSG, Proxy
Server,..). P61 véi may tinh d6i tac Out Source can
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Yéu cau Tham chiéu tiéu
chuan
TC.CNVTQD.CNT
T.09

quy hoach vao VLAN riéng; chan toan bo két noi,
chi m& két nbi dén hé théng chira source code tap
trung, h¢ thong test theo quy dinh. Truxmg hop can
mé truy cip mot so web phuc vu cong viéc phai truy
cap qua WSG, whitelist cac dia chi can su dung:
chan tinh ndng upload va duoc su phe duyet cua bo
phan ATTT/CNTT don vi, ¢6 thoi han.

- V61 nhom may tinh ddi tic thué ngoai (outsource)
chi cho phép két nbi dén cic nhom may chu chira
source code tap trung (SVN, Git, IBM...): may chu
test nghiép vu; va cac may chu can thiét phuc vu cho
cong viec da duoc bo phan ATTT don vi tham dinh
(server chat).

Phong chdng phan mém doc hai va giam sat an toan | Phan V muc III khoan
thong tin: 8
- May tinh phai cai dit phin mém giam sat ATTT
(Endpoint Security/OneAgent/EDR) do VCS cung
cap.

- Cai dat phin mém Antivirus: Thiét lap ciu hinh
update dinh ky t0i thiéu 1 ngay 1 lan; Thiét lap cau
hinh quét toan bo theo téi thiéu 1 thang 1 1an; Luén
bat chirc nang realtime protection.

Bao dém an toém du lieu: Phﬁl:l V muc III khoan
- Thiét 14p ché d6 chan truy cap, st dung cac thlet 9diéma,b,c.e, fig
bi lvu trit, doc ghi dit ligu (USB O cung di dong. 6
dia CD, DVD., ... két ndi véi may tinh.
- Chin trao doi dit liéu qua giao thirc truy nhép tir
Xa vao may tinh.
- Chan trao doi dw lieu (giri/nhan) gitta may tinh ¢
nha vo1 may tinh ¢ Co quan, don vi phuc vu cho
muc dich lam viéc tr xa (bao gém ca clipboard,
Drivers, printer....)
- Cai dit sit dung phan mém quan 1y van ban mat do
VCS cung cﬁp. Cac dir liéu mat, tai licu mat, quan
trong theo quy dinh Cong tac bao vé bi mat Nha
nuée trong Tap doan Cong nghiép — Vién thong
Quan Poi (S6 2964/QD-CNVTQD) can duoc luu
trir trong thu muc, phan ving mat.
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T

Yeéu cau

Tham chiéu tiéu
chuan
TC.CNVTQD.CNT
T.09

Khuyen nghi st dung tinh nang md hoa phan vung

) cu‘ng Bitlocker trén Hé diéu hanh Windows dé bao
ve dur liu.
- CBNV sur dung may tinh ca nhan va cac thiét bi
Iwu trir dix licu di dong (the nhd, USB, 6 ctrng ngoai,
bang tir,...) dé xir Iy cong viéc cuia Tap doan cé trach
nhiém bao vé cac thiét bi va thong tin luvu trir trén
cac thiét bi d6, tranh lam mat, 16 lot théng tin; Thue
hién x06a thong tin luu trit trén cac thiét bi luu trix dit
li¢u di dong ngay sau khi hoan thanh cong viec.

2. Thiét 1ap chinh saich ATTT trén hé thong kiém sodt truy nhip Internet tip

trung

TT

Yeéu cau Tham chiéu Tiéu chuan

TC.CNVTQD.CNTT.10

Thuc hién xac thuc nguol dung khi str dung | Muc VI. Khoan 4

Proxy (Khuyén nghi tich hop xdc thuc véi hé
rhong Active Dn ectory):

Khuyén nghi cau hinh may tinh nguoi ding
st dung file Proxy.pac;

G161 han chi mo cho dai [P nguoi dung duoc

phep truy cap Proxy;

G101 han cac cong Internet ma nguoi dung
truy cap, mic dinh chi mo cong 80, 443.
Trong truong hop 0‘111 m¢ thém thi chi mé
thém nhiing cong can thiét, khong mé tat ca
Cong (Phdi dupc tham dinh boi b phan
ATTT/CNTT, va phé duyét ciia Lanh dao/chi
huy don vi);

Thuc hién chdn két néi dén cac may chu dieu
khien "t xa (Teamviewer, Logmein,
Ultraviewer).

Thue hién chan nguoi dung upload tai li¢u lén
cac trang chia sé dit liéu truc tuyen, truy cap
public email, mang xd hoi.
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